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payShield 10K Roadmap

Planned releases Backlog features

v2.5a – planned Q2/2026

TLS certificate renewal – automation

v2.3a – due now

CVV, dCVV & iCVV support using AES

v2.4a – planned Q4/2025

TLS v1.3, PAN translation with authentication

v2.2a – released June 2025

TR-34 – Import Key under RSA

TR-34 - Export Key under ECC (Verifone VRK2)

PIN Translation - TPK to AES DUKPT & GBIC

API enhancements

AES Limited Use Keys (LUK) for cloud payments

AES GCM & CCM encryption modes

AES key padding in key blocks

ECC Brainpool curves

EC-SDSA (Schnorr) signature generation/verification

X9.143/TR-31/ISO 20038 key block enhancements

X9.139/TR-34 updates

AusPayNet key block support
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v2.2b – released July 2025
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Planned releases

payShield Monitor & TMD Roadmap

Backlog features

payShield TMD v2.16 – released June 2025

HMAC key component generation

payShield TMD Hardware Refresh – est early 2026

New TMD hardware model – PCI HSM KLD v4 approved

payShield Monitor v3.0.0 – estimated mid 2025

Migration of base operating system

payShield Monitor

View security configuration

View settings per LMK

Download error and audit logs

payShield TMD

Maintenance releases
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Certifications

payShield 10K Roadmap

Regional Certifications

PCI HSM v3 (expires 30th April 2026)

v2.0c, v2.1a, v2.2b – approved

v2.3a – preparing for evaluation

PCI HSM v4 (expires 30th April 2032)

Submitted for approval

Certificate expected Q4 / 2025

FIPS 140-3 Level 3

Preparing for evaluation

Germany - GBIC

v1.7b, v1.9b, v1.9c, v2.2a – approved

France - SAFIRE 2.2 (CB-HSM)

Custom software (v1.5a) – approved

France - SAFIRE 2.3 (CB-HSM)

v2.0c – submitted for approval

Custom software (v2.0c) – preparing for evaluation

Belgium - Bancontact

Listed on the Bancontact website since 
March 2022

AusPayNet

1.9a, 1.9b, 1.9c, 1.9d, 2.0c – approved

THALES GROUP LIMITED DISTRIBUTION - SCOPE 88THALES GROUP LIMITED DISTRIBUTION - SCOPE 



9

AES-256 is resistant to quantum attacks

But no threat from “harvest now, decrypt later”

Remote key loading, mobile payments, other 
schemes

Online EMV cryptograms 

use symmetric keys

Offline EMV cryptograms 

use asymmetric keys

But..

PQC Update – card/mobile transactions
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payShield Cloud HSM

AWS Direct Connect

Azure Express Route

GCP Cloud Interconnect

Oracle FastConnect

HSMs hosted in secure Thales data centers

Proven integration with all major public clouds

Access to HSMs via a flexible subscription service

Low latency, high performance connections

Full remote management of HSMs

US-EAST: Ashburn & Culpeper

EU-WEST: Amsterdam & Frankfurt

Cloud Payment Application

Public Cloud Infrastructure

payShield Cloud HSMs 
Thales Service 
Management

Thales payShield Cloud HSM Service

payShield Operators payShield TMD payShield Manager 

HSM Management

Host traffic

Management traffic
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payShield Cloud HSM

Improved SLA

DPoD Tile Marketplace

Free 30-day trial service

VPN access

Managed Services 
via Partners – e.g. A24

Dedicated cage 
with multiple cabinets

Redundant network 
infrastructure

Connection via Equinix 
fabric, VPN, etc.

Dual control access 
to cage & cabinets

Continuous CCTV 
monitoring inside cages
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Test DR Production

Microsoft - Azure Payment HSM

Must spend $$$ in Azure compute

Utimaco – MYHSM

Shared HSM / Dedicated HSM

Owned by competitor / Questionable long-term availability

Amazon - AWS Payment Cryptography API

Lacking some essential functionality

Incompatible with third party applications

New enhancements

Thales advantages

Competitive Analysis

Use cases
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Managed Services

Complements our existing “bare-metal” hosted 

HSM offering to save time and reduce risks

Specialist 
resources

Migration 
to cloud

Key 
management

Networking 
& security

Compliance
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High Level API

Customer

Payment application

BCSS library

THALES GROUP LIMITED DISTRIBUTION - SCOPE 1515THALES GROUP LIMITED DISTRIBUTION - SCOPE 

Payment security is complex. It takes special knowledge, skills, and even 

language to understand, implement, and maintain. BCSS simplifies all of 

this, which helps close sales quicker and easier, at a higher price point 

for resellers, while saving your customers money and locking out 

competition, since BCSS only supports the Thales payShield.

Prime Factors - Bank Card 

Security System (BCSS)

Accelerates development of new payment applications

Provides a high-level API rather than the “legacy” low-

level payShield API

Contains building blocks such as load balancing, HSM 

drivers, diagnostics

Includes key management functionality for payment 

issuing / processing

Helps customers meet PCI requirements via audit reports 

& compliance checklists
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Useful Links

payShield Monitor

Datasheet

Product Brief

payShield Cloud HSM

Business Brief

Technical Brief

Brochure

Top 10 Reasons

Customer Presentation

Managed Services from A24

BCSS

Building More Secure Payment 

Applications Faster

Solution Brief

payShield 10K

Datasheet

Product Brief

Transaction Processing using 

payShield HSMs

Payment Credential Issuing 

using payShield HSMs

Top 10 Reasons for migrating

ABI research’s Payment HSM 

Competitive Ranking

payShield TMD

Datasheet

Product Brief

Top 10 Reasons for using
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https://cpl.thalesgroup.com/resources/encryption/payshield-monitor-data-sheet
https://partners.cpl.thalesgroup.com/content/3649341
https://partners.cpl.thalesgroup.com/content/3609453
https://partners.cpl.thalesgroup.com/content/3609448
https://partners.cpl.thalesgroup.com/content/3614298
https://partners.cpl.thalesgroup.com/content/3619358
https://partners.cpl.thalesgroup.com/content/3609402
https://partners.cpl.thalesgroup.com/content/3947157
https://partners.cpl.thalesgroup.com/content/3614069
https://partners.cpl.thalesgroup.com/content/3614069
https://cpl.thalesgroup.com/sites/default/files/content/solution_briefs/field_document/2022-08/prime-factors-bcss-thales-payshield10k-solution-brief.pdf
https://cpl.thalesgroup.com/resources/encryption/payshield-10k-data-sheet
https://partners.cpl.thalesgroup.com/content/3607246
https://cpl.thalesgroup.com/resources/encryption/transaction-processing-using-payshield-hsms-brochure
https://cpl.thalesgroup.com/resources/encryption/transaction-processing-using-payshield-hsms-brochure
https://cpl.thalesgroup.com/resources/encryption/payment-credential-issuing-using-payshield-hsms-brochure
https://cpl.thalesgroup.com/resources/encryption/payment-credential-issuing-using-payshield-hsms-brochure
https://cpl.thalesgroup.com/resources/encryption/top-10-reasons-migrating-to-payshield-10K-data-sheet
https://cpl.thalesgroup.com/resources/data-security/thales-ranked-top-payment-hsm-provider-analyst-research-report
https://cpl.thalesgroup.com/resources/data-security/thales-ranked-top-payment-hsm-provider-analyst-research-report
https://cpl.thalesgroup.com/resources/encryption/payshield-tmd-data-sheet
https://partners.cpl.thalesgroup.com/content/3648969
https://cpl.thalesgroup.com/resources/encryption/top-10-reasons-for-payshield-tmd-data-sheet
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Thank you

www.thalesgroup.com


	Slide 1
	Slide 2
	Slide 3: Table of contents
	Slide 4: Market Drivers & Influencers
	Slide 5
	Slide 6: payShield 10K Roadmap
	Slide 7: payShield Monitor & TMD Roadmap
	Slide 8: payShield 10K Roadmap
	Slide 9: PQC Update – card/mobile transactions
	Slide 10: payShield Cloud HSM
	Slide 11
	Slide 14: Managed Services
	Slide 15: High Level API
	Slide 16
	Slide 17

